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JTAG Hack – 169,000 resultsJTAG Hack – 169,000 results
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Today’s PCBToday’s PCB

Multi-PCB assemblies
Large heat sinks, BGAs, Gigabit signals
1500 Ball devices, high I/O connectors
Manufactured by multiple CMs

at multiple locations

Copyright (C) 2009 Intellitech Corp. All rights reserved.   Not for publication on websites other than www.intellitech.com



FPGA Summit 2008 4

Traditional System TestTraditional System TestTraditional System Test
Multiple boards and chips in a 
system 
• Highly integrated, running

application software
• Custom ASICs, uP, Memory, 

FPGA, PHYs,
Low observability and 
diagnosis on fail
Hard to root cause failure
Did the ASIC cause the 
problem?  PCB? Noise?
• If so what was wrong with it?

Need more than general area
• Which vendor is responsible?

Multiple boards and chips in a Multiple boards and chips in a 
system system 
•• Highly integrated, runningHighly integrated, running

application softwareapplication software
•• Custom Custom ASICsASICs, , uuP, Memory, P, Memory, 

FPGA, FPGA, PHYsPHYs,,
Low observability and Low observability and 
diagnosis on faildiagnosis on fail
HHaard to root cause failrd to root cause failureure
DDid the ASIC cause the id the ASIC cause the 
problemproblem?  PCB? ?  PCB? NoiseNoise??
•• If so what was wrong with it?If so what was wrong with it?

NeedNeed more more thanthan general general areaarea
•• Which vendor is responsible?Which vendor is responsible?

Functional Test is hardest for CM to debugFunctional Test is hardest for CM to debug
-- they donthey don’’t specialize in your productt specialize in your product

-- They know ICT and JTAGThey know ICT and JTAG
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DFT Standards Continue to GrowDFT Standards Continue to Grow

•IEEE 1149.1 – Test Access Port & Boundary Scan Standard

Layered on top of the 4 pin IC access of 1149.1:
•IEEE 1149.6 - Boundary Scan for AC coupled nets
•IEEE 1149.4 – Boundary Scan for Mixed Signal
•IEEE 1532    - FPGA configuration over 1149.1
•IEEE P1687  - Internal Instrument access w/ 1149.1
•IEEE ?????   - A-Toggle Study Group
•IEEE ?????   - SERDES BIST  Study Group

Related Standards:
IEEE P1149.7 – 2 Wire low-cost 1149.1
IEEE 1500    - SoC & Core test standard
IEEE P1581  - Static Interconnect for memories

••IEEE 1149.1 IEEE 1149.1 –– Test Access Port & Boundary Scan StandardTest Access Port & Boundary Scan Standard

Layered on top of the 4 pin IC access of 1149.1:Layered on top of the 4 pin IC access of 1149.1:
••IEEE 1149.6 IEEE 1149.6 -- Boundary Scan for AC coupled netsBoundary Scan for AC coupled nets
••IEEE 1149.4 IEEE 1149.4 –– Boundary Scan for Mixed SignalBoundary Scan for Mixed Signal
••IEEE 1532    IEEE 1532    -- FPGA configuration over 1149.1FPGA configuration over 1149.1
••IEEE P1687  IEEE P1687  -- Internal Instrument access w/ 1149.1Internal Instrument access w/ 1149.1
••IEEE ?????   IEEE ?????   -- AA--Toggle Study GroupToggle Study Group
••IEEE ?????   IEEE ?????   -- SERDES BIST  Study GroupSERDES BIST  Study Group

Related Standards:Related Standards:
IEEE P1149.7 IEEE P1149.7 –– 2 Wire low2 Wire low--cost 1149.1cost 1149.1
IEEE 1500    IEEE 1500    -- SoCSoC & Core test standard& Core test standard
IEEE P1581  IEEE P1581  -- Static Interconnect for memoriesStatic Interconnect for memories
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DFT Standards Continue to GrowDFT Standards Continue to Grow

•Loss of Physical Access for Test Points due to 
miniaturization - BGA devices with no pins to probe

•High speed nets prohibit capacitance/routing for test points
•IC complexity – need ‘black-box’ approach to get pins to 
toggle on complex ICs

•Fast time to market – FPGAs/CPLDS/FLASH need to be 
programmed in-situ (on-board)

•Programmable devices need structured method for in-the-
field updates

•Reduced high-skilled staff –
•Need to outsource test development to lower costs

••Loss of Physical Access for Test Points due to Loss of Physical Access for Test Points due to 
miniaturization miniaturization -- BGA devices with no pins to probeBGA devices with no pins to probe

••High speed nets prohibit capacitance/routing for test pointsHigh speed nets prohibit capacitance/routing for test points
••IC complexity IC complexity –– need need ‘‘blackblack--boxbox’’ approach to get pins to approach to get pins to 
toggle on complex ICstoggle on complex ICs

••Fast time to market Fast time to market –– FPGAs/CPLDS/FLASH need to be FPGAs/CPLDS/FLASH need to be 
programmed inprogrammed in--situ (onsitu (on--board)board)

••Programmable devices need structured method for inProgrammable devices need structured method for in--thethe--
field updatesfield updates

••Reduced highReduced high--skilled staff skilled staff ––
••Need to outsource test development to lower costsNeed to outsource test development to lower costs
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Automatic Test Pattern GenerationAutomatic Test Pattern Generation

IC1

1

IC3
1

2
3
4
5
6
7
8

2

IC2

1
2
3
4
5
6
7
8

4: 1001 0100

6: 1001 0100

1:  1001 0100
2:  1001 0100

1110
1101
1100
1011
1010
1001
1000
0111

0011

0110

0001
0010

0100
0101

0111
1000

1: 1111 1111

short

open

Test 
Vector #1
Column

Vectors needed =  2 x LogVectors needed =  2 x Log22 (N + 2)(N + 2)
N = number of netsN = number of nets

Driver Recvr
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ATPG with Diagnostic enginesATPG with Diagnostic engines

Instant Pin/Net Diagnostics Instant Pin/Net Diagnostics –– no code to writeno code to write

Copyright (C) 2009 Intellitech Corp. All rights reserved.   Not for publication on websites other than www.intellitech.com



FPGA Summit 2008 9

1149.1/JTAG for At-speed Tests1149.1/JTAG for At-speed Tests

ASIC   
U2FPGA

U1

U3 FPGA

+

+

1.8V

LVDS

Serial
EEPROM

FACBERT

Gigabit
Serial

FAC

FLASH

Intellitech Test-IP
Temp download
And accessed 
via 1149.1

Intellitech Test-IP
Temp download
And accessed 
via 1149.1

=

DDR
RAM

Mem
BIST

BERT

1149.1 accessible
Logic,

Memory,
PLL, etc BIST

4 wire test – possible to embed JTAG
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Many FPGA config methodsMany FPGA config methods

JTAG32-bit 
Parallel

16-bit 
Parallel

8-bit ParallelSerial

Use SPI 
interface 
for 
SystemBIST

ad-hoc methods for 
secure/failsafe 
updates other than 
SystemBIST

ad-hoc 
updates for 
compact 
flash of 
SystemACE

Platform Flash 
needs JTAG 
controller in the 
system to do an 
update in the field

SystemACE, 
SystemBIST

Slave 
Select
MAP

Master BPI-
Up, BPI-Down, 
Master 
SelectMAP, 
Platform 
Flash XL

Platform Flash, 
CPLD and Flash, 
Master BPI-Up, BPI-
Down,  ECD,  uP, 
SystemBIST

Master/Slave 
Serial, 
Master SPI
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FPGA & ConfigurationFPGA & Configuration

Comp.arch.fpga – config not always smooth
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Flash/Proms easy to cloneFlash/Proms easy to clone
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Future?Future?
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AES Security to the rescue?AES Security to the rescue?
Xilinx Virtex 4/5
RAM based key – battery backed
Use JTAG to program key
256 bit key
Accepts bitstreams unencrypted
Keys exposed to CM

Altera Stratix III
RAM or ROM
II – ROM based
Need network blaster to program key
256 bit key
Accepts bitstreams unencrypted
Keys exposed to CM

Good for protection of IP
No pre-programming IC
Assumes attacker is not looking to load a trojan bitstream
Not available in Spartans and Cyclones
Battery/Key programmed PER FPGA

Xilinx Virtex 4/5Xilinx Virtex 4/5
RAM based key RAM based key –– battery backedbattery backed
Use JTAG to program keyUse JTAG to program key
256 bit key256 bit key
Accepts bitstreams unencryptedAccepts bitstreams unencrypted
Keys exposed to CMKeys exposed to CM

Altera Altera StratixStratix IIIIII
RAM or ROMRAM or ROM
II II –– ROM basedROM based
Need network blaster to program keyNeed network blaster to program key
256 bit key256 bit key
Accepts bitstreams unencryptedAccepts bitstreams unencrypted
Keys exposed to CMKeys exposed to CM

Good for protection of IPGood for protection of IP
No preNo pre--programming ICprogramming IC
Assumes attacker is not looking to load a Assumes attacker is not looking to load a trojantrojan bitstreambitstream
Not available in Spartans and CyclonesNot available in Spartans and Cyclones
Battery/Key programmed PER FPGABattery/Key programmed PER FPGA

Battery
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Alternate SecurityAlternate Security

PROM

Maxim
DS28E01

JTAG
JTAG

SHA1 SHA1

Common keyCommon key

1-wire

Security initiated by FPGASecurity initiated by FPGA

Program both FPGAProgram both FPGA
and preand pre--program Maximprogram Maxim
Device with 64 bitDevice with 64 bit
SHA1 KeySHA1 Key

Some logistics for Some logistics for 
manufacturing requiredmanufacturing required
for OBP over 1for OBP over 1--wirewire
-- keys exposed to CMkeys exposed to CM

Trojan in PROMTrojan in PROM
-- PROM/FLASH open toPROM/FLASH open to

nonnon--authenticated    authenticated    
bitstreambitstream

Key

Key

USER
DESIGN

Design
Enable

FPGA
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Alternate SecurityAlternate Security

DoesnDoesn’’t scalet scale
More FPGAsMore FPGAs
More OBPMore OBP

••Longer Longer 
ManufacturingManufacturing
TimesTimes

Higher partsHigher parts
costcost
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Trojan  BitstreamsTrojan  Bitstreams

Non-authenticated 
bitstream loaded 
through JTAG 

NonNon--authenticated authenticated 
bitstream loaded bitstream loaded 
through JTAG through JTAG 

Trojan
Secure

Comm. Design
with backdoor

FLASH

J
T
A
G

Key

FPGA

Plain 
Text

Design
Ignores
FPGA 
AES key

Cipher
Text

Backdoor
Plain Text

Need protection:Need protection:
MilitaryMilitary
TelecommTelecomm
GamingGaming
VotingVoting
ConsumerConsumer
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A New ApproachA New Approach

We know:We know:
•• Tests can be done over 4 wire busTests can be done over 4 wire bus
•• Structured test Structured test –– saves time/resaves time/re--useuse
•• FPGAs can be programmed multiple waysFPGAs can be programmed multiple ways
•• Commodity parts are easily copied/reprogrammedCommodity parts are easily copied/reprogrammed

Goals of New approach:Goals of New approach:
1)1) FPGA/Test Data stored tied to configuration deviceFPGA/Test Data stored tied to configuration device
2)2) Device manages PCB resets, voltage, FPGA security,Device manages PCB resets, voltage, FPGA security,

watchdogwatchdog
3)3) Configure FPGAs based on PCB/FPGAsConfigure FPGAs based on PCB/FPGAs
4)4) Updates Updates –– FPGAs/EEPROM/FPGAs/EEPROM/CPLDsCPLDs tied to customertied to customer

(no open bitstreams)(no open bitstreams)
5)5) Embedded 1149.1 Structural TestsEmbedded 1149.1 Structural Tests
6)6) Downloadable IP to run embedded atDownloadable IP to run embedded at--speed testsspeed tests

(RocketIO/(RocketIO/SerdesSerdes, DDR etc), DDR etc)
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SystemBISTSystemBIST

JTAG/1149.1

FPGA config bus

CPU/FPGA resets

Primary JTAG IN

System
BIST

System
BIST

GPIO[3:]

SPI

Watchdog WDI Watchdog WDO

NOR FLASH Intfc

GPIO/I2C

8
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XilinxAltera

SystemBISTSystemBIST

CPU or
FPGA
w/CPU

XilinxAltera

Mezzanine

JTAG

8 bit

DC/DC DC/DCGPIO/I2C

FL
A

S
H

SPI

R
E

S
E

T

W
D

I

W
D

O

JTAG (in)

CPLD
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SystemBIST ICSystemBIST IC

OTP programmed at OTP programmed at 
time of ordertime of order

Two 128bit keysTwo 128bit keys
programmedprogrammed

--Algorithm createsAlgorithm creates
Third keyThird key

Flash data securedFlash data secured
By key and toBy key and to
--Unique customer Unique customer 
identifieridentifier

--Unique serial IDUnique serial ID
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SPI & OTPSPI & OTP

Access to OTP Customer Code
- no other entity can have this code

Access to OTP CM Code
Access to OTP Unique Serial Number
OTP holds two 128-bit keys – not accessible through SPI

Access to SystemBIST execute/Run
Access to SystemBIST failure code

- each test/fpga config has failure codes

Access to SystemBIST failuremap
Access to SystemBIST update mechanism

Access to OTP Customer CodeAccess to OTP Customer Code
-- no other entity can have this codeno other entity can have this code

Access to OTP CM CodeAccess to OTP CM Code
Access to OTP Unique Serial NumberAccess to OTP Unique Serial Number
OTP holds two 128OTP holds two 128--bit keys bit keys –– not accessible through SPInot accessible through SPI

Access to SystemBIST execute/RunAccess to SystemBIST execute/Run
Access to SystemBIST failure codeAccess to SystemBIST failure code

-- each test/each test/fpgafpga configconfig has failure codeshas failure codes

Access to SystemBIST Access to SystemBIST failuremapfailuremap
Access to SystemBIST update mechanismAccess to SystemBIST update mechanism
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Periodic Engine + SHA1Periodic Engine + SHA1
-Random data generated by FPGA
-SystemBIST Reads via JTAG
-Generates Hash
-Hash Written via JTAG
- Good matching Hash enables user logic

-2nd ‘OK’ Hash Read via JTAG
- SystemBIST clears FPGA on bad hash

--Random data generated by FPGARandom data generated by FPGA
--SystemBIST Reads via JTAGSystemBIST Reads via JTAG
--Generates HashGenerates Hash
--Hash Written via JTAGHash Written via JTAG
-- Good matching Hash enables user logicGood matching Hash enables user logic

--22ndnd ‘‘OKOK’’ Hash Read via JTAGHash Read via JTAG
-- SystemBIST clears FPGA on bad hashSystemBIST clears FPGA on bad hash

Common 
key Key not exposed to CM

JTAG
Hash IP

With
JTAG

Access

Hash IP
With
JTAG

Access

Altera Xilinx
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PC defines config/test strategyPC defines config/test strategy
PCPC--Based 1532 Based 1532 
Configuration & Configuration & 

1149.1 Test 1149.1 Test 
Development and Development and 
Validation ToolsValidation Tools

Download into Download into 

SystemBIST ICSystemBIST IC

Generate and 
Validate PC-Based  

1149.1/1532 
Configuration & 

Test Data

CPLDCPLD CPLDCPLD CPLDCPLD CPLDCPLD CPU

FPGAFPGA FPGAFPGA

ASICASIC ASICASIC

Flash
Flash SRLSRL

CPUCPU

Flash
Flash

SystemSystem
BISTBIST

PCB BIST
Device 

With failure storage

PCB BIST
Device 

With failure storage
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Software generates secure imagesSoftware generates secure images

Images secured to customer key

A
R
C
H
I
V
E
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Eco-system supportEco-system support

WatchDog Suite
- program what you would like to do

with watchdog timeout
- JTAG capture of CPU state?

Periodic Suite
- program what to do periodically
- voltage margining, monitor temp,

monitor fpga security

Powerup Suite
- control power sequence
- control resets

WatchDog Suite
- program what you would like to do

with watchdog timeout
- JTAG capture of CPU state?

Periodic Suite
- program what to do periodically
- voltage margining, monitor temp,

monitor fpga security

Powerup Suite
- control power sequence
- control resets
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Eco-system featuresEco-system features

64bit serial number
- Available to CPU over SPI
- can use for product uniqueness

IP Protection
- Tools download unique image to

FLASH per PCB
- Prevent copies/trojans

Version control
- Prevent wrong version updates

User FLASH area available over SPI

64bit serial number
- Available to CPU over SPI
- can use for product uniqueness

IP Protection
- Tools download unique image to

FLASH per PCB
- Prevent copies/trojans

Version control
- Prevent wrong version updates

User FLASH area available over SPI
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I2C – ‘bit-bang’ to control DC/DC converter
Failure logging

- Failing ‘bits’ all stored in flash
- Enables Standard JTAG type diags
- Archive name stored in failure mem

- used by offline diagnostics
Power-up logging

- counts the number of pwr-ups

I2C – ‘bit-bang’ to control DC/DC converter
Failure logging

- Failing ‘bits’ all stored in flash
- Enables Standard JTAG type diags
- Archive name stored in failure mem

- used by offline diagnostics
Power-up logging

- counts the number of pwr-ups
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Complex FPGA Config SequenceComplex FPGA Complex FPGA ConfigConfig SequenceSequence

Suite 1:Suite 1:
1 1 Check_Scan_Cain.scriptCheck_Scan_Cain.script

2 Check U3 DEVICE_ID2 Check U3 DEVICE_ID

3  Branch to 6 if U3 is    3  Branch to 6 if U3 is    
XC4VLX100XC4VLX100

4 4 Program_DesignA.bitProgram_DesignA.bit in U3in U3

5 Branch 7 5 Branch 7 

6 6 Program_DesignB.bitProgram_DesignB.bit

7 7 Program_DesignB.bitProgram_DesignB.bit in U4in U4

Suite 2:Suite 2:
1 Check_Scan_Cain.script1 Check_Scan_Cain.script
2 Interconnect.svf2 Interconnect.svf
3 3 Test_ASIC.scriptTest_ASIC.script

4 Update_CPLD_U9.bit4 Update_CPLD_U9.bit
5 Update_CPLD_U10.bit5 Update_CPLD_U10.bit

6 Update_SPI_Prom.script 6 Update_SPI_Prom.script 

•Enables in-the-field FPGA design targeting
•Ex. Load different DSP algorithms based on environment

•Enables in-the-field updating of system non-volatiles
•Enables JTAG based Self-test

•Enables in-the-field FPGA design targeting
•Ex. Load different DSP algorithms based on environment

•Enables in-the-field updating of system non-volatiles
•Enables JTAG based Self-test

Mark this bitstream for failsafe
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FPGA programming with BranchingFPGA programming with Branching

DB2DB2

DB1DB1
MotherBoardMotherBoard

FLASHFLASH

FPGA FPGA 

FPGA gets programmed based on which
Daughter PCB is plugged in
FPGA gets programmed based on which
Daughter PCB is plugged in

Design 1Design 1
Design 2Design 2

Design 1Design 1
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FPGA programming with BranchingFPGA programming with Branching

DB1DB1

DB2DB2
MotherBoardMotherBoard

FLASHFLASH

FPGA FPGA 

FPGA gets programmed based on which
Daughter PCB is plugged in
FPGA gets programmed based on which
Daughter PCB is plugged in

Design 1Design 1
Design 2Design 2

Design 2Design 2
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Smart FPGA Configuration DevicesSmart FPGA Configuration DevicesSmart FPGA Configuration Devices

Consider: FPGA Design needs to support 4 protocols
•Each protocol is 250K Gates 
•Designs fit in a 1M Gate FPGA 
•Customer only needs one protocol at a time

Consider: FPGA Design needs to support 4 protocolsConsider: FPGA Design needs to support 4 protocols
••Each protocol is 250K Gates Each protocol is 250K Gates 
••Designs fit in a 1M Gate FPGA Designs fit in a 1M Gate FPGA 
••Customer only needs one protocol at a timeCustomer only needs one protocol at a time

XC2V1000 FPGAXC2V1000 FPGA

ProtocolProtocol
AA

ProtocolProtocol
BB

ProtocolProtocol
CC

ProtocolProtocol
DD
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Smart Configurator makes decisions

1 Protocol Design will fit in a 300K Gate FPGA1 Protocol Design will fit in a 300K Gate FPGA
•• SystemBIST loads designs on demandSystemBIST loads designs on demand

XC2V300 FPGAXC2V300 FPGA

ProtocolProtocol
AA

00 Protocol A00 Protocol A
01 Protocol B01 Protocol B
10 Protocol C10 Protocol C
11 Protocol D11 Protocol D

SystemBIST MemorySystemBIST MemorySystemBIST Memory
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Sequences – files stored in archiveSequences – files stored in archive

All data used to create an image for deployment
In the field is stored in an Eclipse “Archive”

Each image and update image has an associated
Archive.

Archives are used by diagnostic managers to take
In-the-field failure information and perform 
Diagnostics on the failure using the original
Source (bitstreams, JTAG test files)

All data used to create an image for deploymentAll data used to create an image for deployment
In the field is stored in an Eclipse In the field is stored in an Eclipse ““ArchiveArchive””

Each image and update image has an associatedEach image and update image has an associated
Archive.Archive.

Archives are used by diagnostic managers to takeArchives are used by diagnostic managers to take
InIn--thethe--field failure information and perform field failure information and perform 
Diagnostics on the failure using the originalDiagnostics on the failure using the original
Source (bitstreams, JTAG test files)Source (bitstreams, JTAG test files)
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System-wide updates in the fieldSystem-wide updates in the field

FLASHFLASH

CPUCPU

InternetInternet

SystemBIST
Incremental
Update file

SystemBIST
Incremental
Update file

PHYPHY

-Software generates protected image 
- tied to internal customer key/code

-CPU – accepts file over internet medium
-CPU Source code only needs to write file 
to SystemBIST over SPI interface. 
-Where to put the file, when to erase,
Correct version, correct archive/product name
All managed by SystemBIST

-Software generates protected image 
- tied to internal customer key/code

-CPU – accepts file over internet medium
-CPU Source code only needs to write file 
to SystemBIST over SPI interface. 
-Where to put the file, when to erase,
Correct version, correct archive/product name
All managed by SystemBIST

SPI

Copyright (C) 2009 Intellitech Corp. All rights reserved.   Not for publication on websites other than www.intellitech.com



FPGA Summit 2008 36

Diagnostics in the fieldDiagnostics in the field

FLASHFLASH

CPUCPU

InternetInternetPHYPHY

•SystemBIST archives uploaded to Intellitech website during
development process 
•SystemBIST records all power-up events
and all FPGA config failures, all test failures
Bit by bit.
•Failure memory uploaded to Intellitech’s website 
SystemBIST Remote Diagnostics Module

•SystemBIST archives uploaded to Intellitech website during
development process 
•SystemBIST records all power-up events
and all FPGA config failures, all test failures
Bit by bit.
•Failure memory uploaded to Intellitech’s website 
SystemBIST Remote Diagnostics Module

SPI

IntellitechIntellitech
WebsiteWebsite
w/ SystemBISTw/ SystemBIST
ArchiveArchive

Failure map

JTAG
Diagnostic

Results
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Re-using manufacturing testsRe-using manufacturing tests

$
$

$
$

$
$
$
$

NewNew
EngineeringEngineering
Time/CostsTime/Costs

Traditional CPUTraditional CPU
Firmware/softwareFirmware/software
--Develop testsDevelop tests
--FPGA FPGA configconfig/update/update
--SecuritySecurity
--Watchdog/ResetsWatchdog/Resets
--Full custom/no outsourceFull custom/no outsource
--piecemeal tool supportpiecemeal tool support

ReRe--usedused
EngineeringEngineering
Time/CostsTime/Costs

JTAG At-speed
JTAG  Tests

SystemBISTSystemBIST
--Reuse manufacturing testReuse manufacturing test
--PrePre--built built configconfig/update/update
--PrePre--built Security built Security 
--Physically Physically unclonableunclonable
--PrePre--built Watchdog/Resetsbuilt Watchdog/Resets
--Standardized Standardized 

–– 33rdrd party help!party help!
--Integrated toolIntegrated tool
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ConclusionConclusion

Active Device monitors FPGA authenticationActive Device monitors FPGA authentication
1)1) Manages updates and other ecoManages updates and other eco--system system 

functions functions –– reset/watchreset/watch--dogdog
2)2) IEEE standards enable structured IEEE standards enable structured 

embedded PCB test with embedded PCB test with diagsdiags
3)3) Flexible FPGA configurationFlexible FPGA configuration
5) Security, 5) Security, trojantrojan protectionprotection
6) Test & FPGA 6) Test & FPGA ConfigConfig dede--coupled from coupled from 

system resourcessystem resources
-- outsourceoutsource--ableable
-- rere--usableusable
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Further ReadingFurther Reading
Using the Design Security Feature in Using the Design Security Feature in StratixStratix II and II and StratixStratix II GX II GX 

DevicesDevices, Altera Corporation, July 2008. , Altera Corporation, July 2008. 
http://www.altera.com/literature/an/an341.pdfhttp://www.altera.com/literature/an/an341.pdf

Trusted Design in FPGAs, Trusted Design in FPGAs, Steve Steve TrimbergerTrimberger, Xilinx, Design , Xilinx, Design 
Automation Conference, 2007Automation Conference, 2007

http://videos.dac.com/44th/papers/1_2.pdfhttp://videos.dac.com/44th/papers/1_2.pdf
Authentication of FPGA Bitstreams:Authentication of FPGA Bitstreams:
Why and HowWhy and How, Saar , Saar DrimerDrimer, ARC 2007, ARC 2007
http://www.springerlink.com/content/t71pqn4g7565w806/http://www.springerlink.com/content/t71pqn4g7565w806/
A CodeA Code--less BIST Processor for Embedded Test and inless BIST Processor for Embedded Test and in--system system 

configuration of Boards and Systems,configuration of Boards and Systems, CJ Clark, Intellitech Corp, CJ Clark, Intellitech Corp, 
Mike Ricchetti, ATI Research, ITC 2004, Mike Ricchetti, ATI Research, ITC 2004, 

http://www.intellitech.com/pdf/itc04sb.pdfhttp://www.intellitech.com/pdf/itc04sb.pdf
Design Security in Design Security in StratixStratix III FPGAs, Altera CorporationIII FPGAs, Altera Corporation
http://www.altera.com/products/devices/stratixhttp://www.altera.com/products/devices/stratix--fpgas/stratixfpgas/stratix--

iii/overview/architecture/st3iii/overview/architecture/st3--designdesign--security.htmlsecurity.html
Secure Update Mechanism for Remote Update ofSecure Update Mechanism for Remote Update of
FPGAFPGA--Based SystemBased System, , BenoBenoîîtt Badrignans1,2, Badrignans1,2, ReouvenReouven Elbaz3 and Elbaz3 and 

Lionel Torres. Lionel Torres. SEIS 2008, SEIS 2008, 
httphttp://://ieeexplore.ieee.orgieeexplore.ieee.org//XploreXplore//login.jsp?urllogin.jsp?url=/iel5/4569831/4577=/iel5/4569831/4577
669/04577703.669/04577703.pdf?temppdf?temp=x=x
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Further ReadingFurther Reading
Physical Physical UnclonableUnclonable Functions for Device Functions for Device 

Authentication and Secret Key GenerationAuthentication and Secret Key Generation
G. G. EdwardEdward SuhSuh, , SrinivasSrinivas DevadasDevadas
httphttp://://videos.dac.comvideos.dac.com/44th//44th/paperspapers/1_3./1_3.pdfpdf

XilinxXilinx®® FPGA IFF Copy Protection with 1FPGA IFF Copy Protection with 1--Wire SHAWire SHA--1 1 
Secure Memories, Maxim, Secure Memories, Maxim, 

http://www.maximhttp://www.maxim--ic.com/appnotes.cfm/an_pk/3826ic.com/appnotes.cfm/an_pk/3826

An FPGA Design Security Solution Using a Secure An FPGA Design Security Solution Using a Secure 
Memory Device, Altera,Memory Device, Altera,

http://www.altera.com/literature/wp/wphttp://www.altera.com/literature/wp/wp--01033.pdf01033.pdf

Altera Configuration HandbookAltera Configuration Handbook
http://www.altera.com/literature/lithttp://www.altera.com/literature/lit--config.jspconfig.jsp
Xilinx VirtexXilinx Virtex--5 FPGA User Guide5 FPGA User Guide
http://www.xilinx.com/support/documentation/user_guihttp://www.xilinx.com/support/documentation/user_gui

des/ug190.pdfdes/ug190.pdf
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Holistic FPGA ConfigurationHolistic FPGA Configuration
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